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FIG. 2A 
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FIG. 2B 



SENDER PARTNER 108S USES ENCRYPTION 
KEY Kes TO CREATE DIGITAL SIGNATURE S s 
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SENDER PARTNER 108S SENDS MESSAGE M 
AND DIGITAL SIGNATURE S s TO TRUSTED 
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TRUSTED INTERMEDIARY 1 12 USES 
DECRYPTION KEY K^ TO VERIFY THE VALIDITY 
OF DIGITAL SIGNATURE S s AND THEREBY THAT 

SENDER PARTNER 108S IS NOT AN IMPOSTER 
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TRUSTED INTERMEDIARY 112 USES ENCRYPTION 
KEY Ke, TO CREATE DIGITAL SIGNATURE S, 
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TRUSTED INTERMEDIARY 112 SENDS 
MESSAGE M AND DIGITAL SIGNATURE S, TO 
RECIPIENT PARTNER 108R 
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RECIPIENT PARTNER 108R USES DECRYPTION 
KEY Kd, TO VERIFY THAT DIGITAL SIGNATURE S s 

IS VALID AND THAT TRUSTED INTERMEDIARY 
112 IS NOT AN IMPOSTER 
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